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Wireless Sensor Events and Notification 

 

Manual 
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05/06/2010 

WebIO-KeyOn PC Computer software provides for advance configuration of WebIO and monitor of 

WebIO sensor events for email and SMS/text message notification.  KeyOn will also provide 

additional more advanced sensor based control automation (future version). 

KeyOn PC software runs on a Windows PC for monitoring a local or remote Internet accessible WebIO 

(WebIO version 4.0, wireless sensor version).  

KeyOn features: 

Allows each wireless sensor received by WebIO to be configured for notification on sensor states of 

ά!ƭŜǊǘκhƴκ[ƻŎƪέ ƻǊ άbƻǊƳŀƭκhŦŦκ¦ƴƭƻŎƪέΣ as defined by the user.  Notification can be sent as an email 

or SMS text message.  

Automation allows each wireless sensor received by WebIO to be configured to send X10 control 

messages based on sensor state (future version of KeyOn).  

Logging of each WebIO sensor reading to a comma delimited file.  

Instantly monitors a WebIO located on the same local area network as the PC computer running the 

KeyOn software.  KeyOn can also monitor a WebIO at a remote network such as a WebIO installed at 

a vacation home.   
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Download and Installation 

KeyOn  is currently in άBetaέ software release for Windows operating system using the .NET 

framework.  This application is a very early release and does not yet have an install package.   

This app uses the Microsoft .NET framework which included with Windows Vista.  On Windows XP 

you may need an install program for this app, which has not been created yet. 

To get the latest version of KeyOn, download KeyOn from: 

http://www.webio.us/doc/documentation.html 

After download, the attachment/ŦƛƭŜΥ άWebIO-KeyOn_vxxx.zipέ ǿƘŜǊŜ ȄȄȄ ǊŜǇǊŜǎŜƴǘǎ ǘƘŜ YŜȅhƴ 

version number, and unzip the file.  In a folder called WebIO-KeyOn in which you will find another 

ŦƻƭŘŜǊ ŎŀƭƭŜŘ ά²ŜōLh-YŜȅhƴέ ƻŦ ǿƘƛŎƘ you will find the ŜȄŜŎǳǘŀōƭŜ ŦƛƭŜ ŎŀƭƭŜŘ άKeyOnΦŜȄŜέ Ǌǳƴ ǘƘƛǎ 

app. 

Note:  WebIO-KeyOn PC software is also located on the include WebIO CD-ROM.  To install, find and 

ŎƻǇȅ ŘƛǊŜŎǘƻǊȅ άWebIO-KeyOn_vȄȄȄέ ǘƻ ȅƻǳǊ t/Σ Ǌǳƴ ŜȄŜŎǳǘŀōƭŜ ŦƛƭŜΥ  YŜȅhƴΦŜȄŜ ƛƴ ǘƘŜ ²ŜōLh-KeyOn 

folder. 

When first running this app you may get a warning message (pictured below) from Windows 

announcing that this app is accessing networking functions.  Accept this (Unblock).  This app uses TCP 

sockets to periodically connect to WebIO and to connect to your defined email account.  

 

KeyOn ƛǎ ƛƴǘŜƴŘŜŘ ǘƻ ǿƻǊƪ ŦǊƻƳ ŀŎǊƻǎǎ ǘƘŜ LƴǘŜǊƴŜǘ ǎƻ ǘƘŀǘ ȅƻǳ ŘƻƴΩǘ ƘŀǾŜ ǘƻ Ǌǳƴ ǘƘƛǎ ŀǇǇ ƻƴ ŀ t/ ŀǘ 

the same location as your WebIO.  Such that a WebIO installed at a lake home can be monitored by 

this app running on a PC at your home or office.  

  

http://www.webio.us/doc/documentation.html
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Using KeyOn For Installation of WebIO on your Local Area Network 

When initially installed on a network, WebIO will accept an IP address as assigned by a DHCP server, 

such as a DHCP service built into home network routers (Linksys, Netgear, D-Link, etc).  If you do not 

have DHCP service on your network, see the WebIO user manual 2.0 for configuring WebIO with an IP 

address using the WebIO Setup software.  Note: WebIO version 4 does not have an LCD display as 

does version 2. 

Network setup steps: 

1. Install and run the WebIO-KeyOn software on a PC computer on the same local network as 
WebIO.  This software will be used to discover your WebIO IP address as assigned by your 
DHCP server.  See the WebIO-KeyOn manual for more information on installation and use.  
Note:  There are other ways of finding the IP address of your WebIO, such as looking in your 
routers connected device list. 
 

 

Figure 1:  WebIO-KeyOn showing your ²ŜōLhΩǎ Lt ŀŘŘǊŜǎǎ 

Note:  WebIO-KeyOn, open TCP/IP Port 4041 on your PC for receiving network messages from 

WebIO.  On first run of this software, Windows operation system may require your 

acknowledgement to allow this port to be open. 
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2. Power up WebIO.  When WebIO boots is sends out a network message which WebIO-TM 
ǊŜŎŜƛǾŜǎ ǘƻ άŦƛƴŘέ ²ŜōLh ƻƴ ǘƘŜ ƴŜǘǿƻǊƪ ό{ŜŜ ŦƛƎǳǊŜ м ŀōƻǾŜύΦ  !ƭǎƻ ŜǾŜǊȅ ǘƛƳŜ ²ŜōLh ǾŜǊǎƛƻƴ 
4 receives a wireless sensors message, WebIO will relay the message on the network for 
WebIO-TM to receive, this also allows WebIO-¢a ǘƻ άǊŜ-ŘƛǎŎƻǾŜǊέ ²ŜōLh ƻƴ ǘƘŜ ƴŜǘǿƻǊƪ ƛŦ 
needed. 
 

 

WebIO connection panel: (left to right) 
Power: 12VDC center pin positive 
Program Switch:  tƭŀŎŜ ƛƴ άtǊƎέ Ǉƻǎƛǘƛƻƴ 

when configuring WebIO.  Place in 
ά[ƻŎƪέ Ǉƻǎƛǘƛƻƴ ǘƻ ǇǊŜǾŜƴǘ 
unwanted configuration from the 
Internet. 

Expansion port:  not used 
X10 Port:  Connect with 4-pin phone 

cable to your X10 transceiver, such 
as the PSC05. 

Ethernet RJ45:  Connect to your Ethernet 
network 

Figure 2:  WebIO connection panel 
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3. Connect to your WebIO using an internet browser.  Example.  If your WebIO is at IP address 
192.168.1.10 then enter URL address: http://192.168.1.71 intƻ ȅƻǳǊ ŎƻƳǇǳǘŜǊΩǎ ǿŜō ōǊƻǿǎŜǊΣ 
such as Internet Explorer (IE), Opera, Firefox, etc. 
 

 

Figure 3:  Connection to WebIO (temperature page) using Internet Explorer web browser 

 

4. {Ŝǘ ²ŜōLh ǿƛǘƘ ŀ {ǘŀǘƛŎ Lt ŀŘŘǊŜǎǎΦ  ¢Ƙƛǎ ƛǎ ǳǎŜŦǳƭ ǎƻ ²ŜōLhΩǎ [!b Lt ŀŘŘǊŜǎǎ ƛǎƴΩǘ ǊŜ-assigned 
an IP address by your routers DHCP service if WebIO is rebooted.  For more information on 
²ŜōLh Lt ŀŘŘǊŜǎǎ ŀƴŘ LƴǘŜǊƴŜǘ ŀŎŎŜǎǎ ǘƻ ²ŜōLh ǎŜŜ ά²ŜōLh ŦƻǊ LƴǘŜǊƴŜǘ !ŎŎŜǎǎέ  ŀǘΥ  
http://www.webio.us/doc/router-setup.html 
 

  

http://192.168.1.71/
http://www.webio.us/doc/router-setup.html
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KeyOn Connection to WebIO  

IMPORTANT:  Before using KeyOn, its important to understand how WebIO makes network connect 

to KeyOn and how KeyOn connects to WebIO. 

WebIO communication to KeyOn 

WebIO     KeyOn (Default) 
By Default, WebIO is setup to broadcast sensor events on the Ethernet network, of which KeyOn 

installed on a computer on the same network will receive WebIO message on TCP port 4041. 

WebIO     KeyOn (Specific Computer) 
WebIO can be configured using the KeyOn Connection page to send its network messages to a 

specific computer on the local network instead of broadcasting on the network. 

WebIO     Internet              KeyOn 
WebIO can be configured using the KeyOn Connection page to send its message across the Internet 

to an Internet connected (and routable) computer running the KeyOn software.  In this case, WebIO 

requires the MAC address of the router WebIO is connected to for access to the Internet and the 

Internet routable IP address and port for connection to KeyOn running on a remote Internet routable 

computer. 

KeyOn communication to WebIO 
KeyOn communication to WebIO is only used for configuration of WebIO and retrieving WebIO 

settings 

KeyOn     WebIO 
For KeyOn to communicate to WebIO, KeyOn needs to know the IP address of WebIO.  If both WebIO 

and KeyOn are on the same network, KeyOn will find WebIO on the network (find WebIO IP address) 

ǿƘŜƴ ŜƛǘƘŜǊ ²ŜōLh ƛǎ ǊŜōƻƻǘŜŘ ό²ŜōLh ǎŜƴŘǎ ŀ άƘŜǊŜ L ŀƳέ ƳŜǎǎŀƎŜύ ƻǊ ǿƘŜƴ ²ŜōLh ǎŜƴŘǎ ŀ 

sensors event message on the network (WebIO in default mode).  You can also enter the IP address of 

your WebIO on the KeyOn Connection Page. 

KeyOn     Internet              WebIO 
KeyOn can be configured to communicate with a remote Internet Routable WebIO.  KeyOn requires 

the Internet IP address of either WebIO or the Route WebIO is behind and KeyOn requires the port 

number of the router forward to WebIO.  

WebIO communication to KE-iHome Internet portal service 
WebIO can be configured to send its event message to the KE-iHome Portal Service or message 

received by the KeyOn software can further be relayed to KE-iHome.  
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KeyOn Connection Page 

The Connection page defines the TCP connection from KeyOn to the installed WebIO. 

 

If KeyOn has not discovered the IP address of your WebIO and you know the IP address of your 

WebIO, then eƴǘŜǊ ǘƘŜ Lt ŀŘŘǊŜǎǎ ƻŦ ²ŜōLh ƛƴǘƻ ǘƘŜ ά²ŜōLh Lt !ŘŘǊŜǎǎέ ŦƛŜƭŘ ŀƴŘ the WebIO TCP 

ǇƻǊǘ ƴǳƳōŜǊ ƛƴǘƻ ǘƘŜ άtƻǊǘέ ŦƛŜƭŘΦ  Then select the [Test WebIO IP + Get Version] button, this will 

cause KeyOn to attempt to connect to WebIO and retrieve its version number and also validate the IP 

address for use by other procedures of KeyOn. 

In the screenshot above the WebIO is installed on a local network (the same network as the PC 

running this application).  WebIO having the LAN IP address of 192.168.1.70 and using the default 

web server port of 80. 

In the case of a remote Internet connected (and routable) WebIO, the IP address would likely be the 

WAN address of the router  of which WebIO is attached behind and have a port number used by the 

router to forward incoming traffic to WebIO.   An example may be a WAN IP Address: 24.116.82.1 

and Port: 8087. 

The Event Messages tab is used to configure WebIO for sending its event message over the TCP/IP 

network.  By Default WebIO broadcasts all event message on the local network, this ensures that 

KeyOn (running on the same network) will receive WebIO message. 
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KeyOn listens for network message on UDP port 4041 (by default) also WebIO sends network 

message to port 4041.  KeyOn port can be changed by editing app.conf file.   WebIO port to send to 

Ŏŀƴ ōŜ ŎƘŀƴƎŜŘ ōȅ ǎŜǘǘƛƴƎ ǘƘŜ άǇƻǊǘ ǘƻ ǎŜƴŘ ǘƻέ ŦƛŜƭŘ.  To configure WebIO to send event message to 

ŀ ǎǇŜŎƛŦƛŎ ŎƻƳǇǳǘŜǊκƴŜǘǿƻǊƪ ŀŘŘǊŜǎǎΣ ŜƴǘŜǊ ǘƘŜ ŀŘŘǊŜǎǎ ƛƴ ǘƘŜ άLt ŀŘŘǊŜǎǎ ǘƻ ǎŜƴŘ ŜǾŜƴǘǎ ǘƻέ ŦƛŜƭŘΦ  

If WebIO needs to send network events through a router (i.e. send message across the Internet), 

WebIO needs ǘƻ ƪƴƻǿ ǘƘŜ a!/ ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ǊƻǳǘŜǊΦ  9ƴǘŜǊ ǘƘŜ ǊƻǳǘŜǊ a!/ ŀŘŘǊŜǎǎ ƛƴǘƻ ǘƘŜ άa!/ 

ŀŘŘǊŜǎǎ ǘƻ ǎŜƴŘ ǘƻέ ŦƛŜƭŘΦ  bƻǘŜΥ ƻŦǘŜƴ ǘƘŜ a!/ ŀŘŘǊŜǎǎ ƻŦ ǊƻǳǘŜǊǎ ƛǎ ǇǊƛƴǘŜŘ ƻƴ ǘƘŜ ōƻǘǘƻƳ ƻŦ ǘƘŜ 

router, and/or seen on a internal router configuration webpage. 

After entering WebIO connection settings using the [Set WebIO Event Address] button to publish 

these setting to WebIO. 

These network configuration settings can get to complex, yet if you are familiar with typical Internet 

TCP/IPv4 addressing and router configuration, these steps will be familiar. 

Note:  Incorrect configuration of WebIO event message network setting can cause WebIO to no 

longer communicate with KeyOn.  Or change from communication with a KeyOn on a local network to 

only communicate with KeyOn on a remote network.  WebIO can only send network message to one 

destination. 
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KeyOn Events 

The Events page/tab lists events from WebIO and KeyOn application events. 

 

Events include WebIO wireless sensor events, Expansion port inputs events and WebIO Network 

events. Also included are event from the KeyOn application.  
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KeyOn Sensor Log 

The Sensor Log tab displayes WebIO wireless sensor event. 

 

The sensor events displayed are also logged to file:  SensorEvent.Log in the KeyOn application 

directory.  

The sensor events table includes: 

¶ Date Time ς The date and time that KeyOn received the sensor event from WebIO.  Date Time 

is from the computer date time clock. 

¶ Channel ς ά/έ ŎƻƭǳƳƴΦ  5ƛǎǇƭŀȅǎ ǘƘŜ ²ŜōLh ŎƘŀƴƴŜƭ ƴǳƳōŜǊ ǘƘŜ ǎŜƴǎƻǊ ƛǎ ŀǎǎƛƎƴŜŘ ǘƻΦ  LŦ ǘƘŜ 

sensor is not registered to a channel the channel number will be 0. 

¶ Sensor Name ς The user defined name for the Sensor.  If the sensor is unregistered (not 

assigned to a channel) with WebIO the name will be the sensors ID. 

¶ Event ς ¢ƘŜ ƴŀƳŜ ƻŦ ǘƘŜ ǎŜƴǎƻǊ ŜǾŜƴǘ ǎǳŎƘ ŀǎ ά!ƭŜǊǘΣ bƻǊƳŀƭΣ hƴΣ hŦŦΣ ¦ƴƭƻŎƪ ƻǊ [ƻŎƪέΦ  

Sensor events are assigned a number that is translated to a name. In the case a name is not 

defined the event name will be the event number. 

¶ Notify ς 5ƛǎǇƭŀȅǎ ά¢ǊǳŜέ ƛŦ ǘƘƛǎ ŜǾŜƴǘ ǘǊƛƎƎŜǊŜŘ ŀ ƴƻǘƛŦƛŎŀǘƛƻƴΣ ŘƛǎǇƭŀȅǎ άCŀƭǎŜέ ƛŦ ŀ ƴƻǘƛŦƛŎŀǘƛƻƴ ƛǎ 

not triggered.   

¶ Note ς 5ƛǎǇƭŀȅǎ ƴƻǘŜǎ ƻƴ ǘƘŜ ŜǾŜƴǘΦ  Lƴ ǘƘŜ ŎŀǎŜ ƻŦ ŀƴ ά!ƭŀǊƳέ ƻǊ άhƴέ ŜǾŜƴǘ ǘƘŀǘ ŀƭǎƻ ǊŜǉǳƛǊŜǎ 

WebIO to be in [ƻŎƪ ƳƻŘŜ ǘƻ ǎŜƴŘ ŀ ƴƻǘƛŦƛŎŀǘƛƻƴΣ ǘƘŜ ƴƻǘŜ ǿƛƭƭ ǎǘŀǘŜ άbƻǘƛŦƛŎŀǘƛƻƴ ǊŜǉǳƛǊŜǎ 

[ƻŎƪ ƳƻŘŜέΦ   
























