WeblOKeyOn Software

For
Wireless Sensor Events and Notification

Manual

KeyOrBeta versiorD.18
05/06/2010

WeblOKeyOn PC Computer softwgyeovides for advance configuration of WeblO and monitor of

WeblO sensor events for email and SMS/text message notification. Keéll@tso provide
additional more advanced sensbased controhutomation(future version).

KeyOnPC software runs on a Wiadis PC for monitoring a local or remote Internet accessible WeblO
(WeblO versiod.0, wireless sensor version).

KeyOrfeatures:

Allows each wirkess sensoreceived by WeblO to be configed for notification onsensor states of
G! t SNIkhik 2 RO € k B EFdefined byhe Usemotification can be sent as an email
or SMS text message.

Automation allows each wireless sensor received by WeblO to be configured to send X10 control
messages based @ensor state (future version of KeyOn)

Logging ofeach WeblO sensor reading to a comma delimited file.

Instantly monitors a WeblO located on the same local area network as the PC computer running the
KeyOnrsoftware. KeyOn an also monitor a Webl@t a remote network such as a Wébinstalle at
a vacation home.
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Download and Installation
KeyOnis currentlyin éBete softwarereleasefor Windows operating system using the .NET
framework This apficationis a very early release and does get have an install package.

This app uses the Microsoft .NET framework wimdtuded with Windows VistaOn Windows XP
youmayneed an install program for this app, which has not been created yet.

To get the latesversion of KeyOn, download KeyOn from:
http://www.webio.us/doc/documentation.html

After download the attachment¥ A WBBIOKéyOn xxxzik ¢ KSNB EEE NBLINBaSyia
version numberand unzp the file. In a folder called WeblkeyOnin which you will find another

T2t RSNJ OI-Y § SRy & 2 BB WIBIKANOKE S Odzii | 6 f Key®dR§ 5S O NiizB R &K A
app.

Note: WeblGKeyOn PC software is also located on the include WebiR@W. To install, find and

O2 L2 RAWNEBIOKeYONB: Ed ¢ (2 &2dzNJ t/ = NHzy SESOdsyOmdt S F A
folder.

When first running this app you may get a warning mesgpgeured below)rom Windows
announcing that this app is accessing netiking functions. Accept th{fJnblock) This app uses TCP
sockets to periodically connect to WeblO and to connect to your defined email account.

[ ﬁ Windows Security Alert I&‘

@ Windows Firewall has blocked some features of this program

the risks of unblocking a program?
@ Name: vshost.exe
Publisher: Microsoft Corporation
Fath: C:\tav73_projectsiwebio\codewebio_temp-monitor webio-tn
Metwork location: Private network
What are network locations?
’ Keep blocking ] [ '@'Unblod( ]

KeyOmha AYGSYRSR (2 62N] FNRBY |ONR&Aa GKS LyaGSNySi
the same location as your WeblOuch that a WeblO installed at a lake home can be monitored by
this app running n a PC at your home or office.
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Using KeyOn For Installation of WeblO on your Local Area Network

When initially installed o network, WeblO will accepin IP address as assigned by a DHCP server,
such as a DHCP service built into hareewvork routers (Linksys, Netgear,-Dink, etc) If you do not
have DHCP service on your network, see the WeblO user manual 2.0 for cogfiyetO with an IP

address using the WeblO Setup software. Note: WeblO version 4 does not have an LCD display as
does version 2.

Network setup steps:

1. Install and run the WeblBeyOn software on a PC computer on the same local network as
WeblO. This softare will be used to discover your WeblO IP address as assigned by your
DHCP server. See the Weld€/On manual for more information on installation and use.
Note: There are other ways of finding the IP address of your WeblO, such as looking in your
routers connected device list.

/. Notfication Enabled

WeblO Event and Notification Processing

Events  Sensor Log | Sensor Autamation | Sensor Regsration | Notdication | Labels | Emad Settings | Data | Connection | App Settngs
WeblO Events and Notification

Date Time Evert Type  Device
4728/2010 225:35 PM Sensor Garage Mot
4728201022746 PM  WeblD UDF
2872010 22702PM  Sersor S6
472872010 22700 PM 9B
4/28/2010 2.26:58 PM uoP
4/28/2010 22515 PM AD
4/28/2010 224:02PM Entry 1
4/28/2010 221:59 PM uoP

Descaption

Ch:2, NORMAL

D.0F AACK, IP:152.168.1.71, Verson4.1.16
Ch0, NONE

Ch.0, NONE

ID.0FAACS, IP.152.168.1.70, Version 4.1.16
Ch:0, NONE

Ch:1, NORMAL

D-0FAACS, IP:152.168 1.70. Verson:4.1.16

472872010 21954 P
4/28/2010 21951 PM
4/28/2010 21923 FM
4/28/2010 2.18:38 PM
42872010 216:58 PM
4/28/2010 20306 PM
4/28/2010 201:36 PM

4PN AN S S04 NS

Network Connection Open

Ch:0. NONE
Ch0. NONE
iD.0OF-AB:52 IP

WeblO IP Addmes- 132168171

Figure 1:WeblOKeyOrshowingyour2 S6 L h Qa

A

RRNB A a

Note: WeblGKeyOn, open TCP/IP Port 4041 on your PC for receiving network messages from
WeblO. On first run of this software, Windows operation system may require your
acknowledgement to allow this port to be open.
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2. Power up WeblO. When WeblO boots is sends out a network message which-WblO
NEOSA@PSaE (2 aFAYRéE 2So0Lh 2y GKS ySig2N] 6{SS
4 receives a wireless sensors messalyeblO will relay the message on the network for
WebIOTM to receive, this also allows WebtOa ( RAGNE OSNE 2SoLh 2y (K
needed.

WeblO connection panel: (left to right)

B Koy Eloven A Power:12VDC center pin positive

.| Program Switchit £ I 0S Ay @

‘ when configuring WeblO. Place in

G[ 201¢ LRaAAGAZ2Y

unwanted configuration from the

Internet.

| Expansion port:not used

| X10 Port: Connect with 4pin phone
cable to your X10 transceiver, such
as the PSCO05.

Ethernet RJ45Connect to your Etherne
network

Figure 2: WeblO connection panel
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3. Connect to your WeblO using an internet browser. Example. If your WeblO is at IP address

192.168.1.10 then enter URL addrdssp://192.168.1.71int2

such as Internet Explorer (IE), Opera, Firefox, etc.

B hape 024, v | =5 | 44 | X [ Yahoo!

i Faverites | 5z 8| eBay | Customize Links (@ Suggested Sites » @) Web

S~ B -~ o v Pagew Safety~

8 WeblO - Key Eleven

Toals =

| Control Devices | X10 Codes | Sensors | Sensors

WeblO Wireless Sensors

Eniry 1

2 Garage Mat
Remote 1
Front Door
Mation 2
X10 Remple
Daar Bell
Sump Pumg

Slate
Maorrmal
Mormal
Alart
Alert
Mormal
Mormal

Activity Channed &

Request Data | Rafrezh Tables

AD
6D
30
oo
o1
oo
on

ralk e
48101226 a
4810250 p
49M0331p
4910333 p
4MM0333p
410M0 1052 8

1 =

a6

[Sate ] Dae e ]
Hormal 4M0MD 10523
Alert 4M0MD133 8
Unlock 141D 206 p
Mormal 9209521 p

0000 0:00
o 4BHD 222 p

0D 0:00

000 0:00

& Internet | Pratected Made: On a -

Admin | Automation | Exp | Admin | Edit Labeds |

H100% -

@ 2dzNJ O2 YLJzi SNRa ¢ ¢

Figure 3: Connection to WeblO (temperature page) using Internet Explorer web browser

4. { S4G 2S8o6Lh

2S59Lh

Lt

gAGK |

RRNB & &

{GFGAO Lt | RRNX&adssignekKAa Aa
an IP address by your routers DHCP service if WeblO is rebooted. For more information on

FYR LYGSNYySi

http://www.webio.us/doc/router-setup.html

I OOSHFHE (21 880 LT
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KeyOn Connectioto WeblO
IMPORTANTBefore using KeyOn, its important to understand how WeblO makes network connect
to KeyOn and how KeyOn connects to WeblIO.

WeblO communication to KeyOn

WeblO—> KeyOn (Default)
By Default, WeblO is setup to broadcast sensor events on the Ethernet rketwiarhich KeyOn

installed on a computer on the same network will receive WeblO message on TCP port 4041.

WeblO—> KeyOn (Specific Computgr
WeblO can be configured using the KeyOn Connection page to send its network messages to a
specific computer otthe local network instead of broadcasting on the network.

WeblO—> Internet —* KeyOn
WeblO can be configured using the KeyOn Connection page to send its message across the Internet

to an Internet connected (and routable) computer running thley/®n software.In this case, WeblO
requires the MAC address of the router WeblO is connected to for access to the Internet and the
Internet routable IP address and port for connection to KeyOn running on a remote Internet routable
computer.

KeyOncommuniation to WeblO
KeyOn communication to Webl®anly used for configuration of WeblO and retrieving WeblO

settings

KeyOn— WeblO
For KeyOn to communicate to WeblO, KeyOn needtsadov the IP address of Webl@.both WeblO

and KeyOn are on the sametwork, KeyOn will find WeblO on the network (find WeblO IP address)

GgKSY SAGKSNI 2So6Lh A& NBo022GSR 062SoLh aSyRa | aK¢
sensors event message on the network (WeblO in default model. can also enter the IP addres$s o

your WeblO on the KeyOn Connection Page.

KeyOn—> Internet — WeblO
KeyOn can be configured to communicate with a remote Internet Routable WeblO. KeyOn requires

the Internet IP address of either WeblO or the Route WeblO is behind and KeyOn requires the port
number of the router forward to WeblIO.

WeblOcommunicationto KEiHome Internet portal service
WeblO can be configured to send its event message to tHel&iiae Portal Service onessage

received by the KeyOn software can further be relayed tiHCEe.
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KeyOn Connectionage
The Connection page defines the TCP connection KeyOrto the installed WeblO.

B ey Eleven - KeyOn 016 C=arat )

WeblO Event and Notification Processing Notification Enabled

| Events | Sensor Log I Sensor Automation | Sensor Registration | Matification | Labels | Email Settings | Data | Connection | App Settings

WeblD IP Address:  192.168.1.70 Find WebIO [ Test WeblO IP + Get Version ]

WeblD Version: WeblD 4.1.15

Event Messages | Seral Connection

SetWeblO network settings for sending event messages ’ Set to default broadcast settings ]

WeblO sensor event messages IP Address to send everts to:
can be sentto this application 355 255 255 255 Find settings for connetion to KE ‘

running on a PC on the same iHome Portal
computer network or messages can LUDP Port to send to:
be sent accross the Internetto a 4041

MNote: WehlO program switch must

remote PC running this application MAC odd ; be in “Pra" posiion. Remember o
P address to send to: .
or sent to the KE iIHome Portal set to "Lock” when complete

Service. FF:FF.FF:FF.FF:FF

I Set WeblO Event Address ]

Network Connection Open WeblO IP Address: 192.168.1.70 @ 2010 Key Eleven, LLC

If KeyOn has not discovered the IP address of your WeblO and you know the IP address of your
WeblO,theng it SNJ 6 KS Lt FFRRNBX&aa 27F 2 S0L htheAMRIRTCRKS G2 So
L2 NIy dzY o SNJ Ay THen seléctthedTes? Wdbl© IPTGEt tvdrsion] button, this will

cause KeyOn to attempt to connect to WeblO and retrieve its version number and also validate the IP
address for use by other procedures ofyKa.

In the screenshot above the WeblO is installed on a local network (the same network as the PC
running this application). WeblO having the LAN IP address of 192.1B8nt Tising the default
web server port of 80.

In the case of a remote Internet coacted (and routable) WeblO, the IP address would likely be the
WAN address of the router of which WeblO is attached behind and have a port number used by the
router to forward incoming traffic to WeblO. An example may be a WAN IP Address: 24.116.82.1
and Port: 8087.

TheEvent Messages tab is used to configure WeblO for sending its event message over the TCP/IP
network. By Default WeblO broadcasts all event message on the local network, this ensures that
KeyOn (running on the same network) will recéiVeblO message.
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KeyOn listens for network message on UDP port 4041 (by default) also WeblO sends network

message to port 4041KeyOn port can be changed by editing app.conf file. WeblO port to send to

Oy 6S OKFIy3aSR o6& &S i Nycanfiguré B/ebéOLidPshidd evantmedsSggt® (1 2 €

I ALISOAFTAO O2YLIzi SNkYySi62N)] FRRNB&aaz SyadSNI G4KS |

If WeblO needs to send network events through a router (i.e. send message across the Internet),
WeblOneedsi 2 1y2¢ (GKS a!/ IRRNBaa 2F (GKS NERdzi SN 9y
I RRNBaa G2 aSyR (2¢ FASERO® b20SY 2F0iSy GKS al/
router, and/or seen on a internal router configuration webpage.

After entering WeblO connection settings using the [Set WeblO Event Address] button to publish
these setting to WeblO

These network configuration settisgan get to complex, yet if you are familiar with typical Internet
TCP/IPv4 addressing and router configuratittrese steps will be familiar.

Note: Incorrect configuration of WeblO event message network setting can cause WeblO to no
longer communicate with KeyOrOr change from communication with a KeyOn on a local network to
only communicate with KeyOn on a rete network. WeblO can only send network message to one
destination.
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KeyOn Events
TheEventspage/tablists events from WeblO and KeyOn application events

Key Eleven - KeyOn 0.16

WeblO Event and Notification Processing Notification Enabled

Events |Sensor Log I Sensor Automation | Sensor Registration | Matification | Labels | Email Settings | Data | Connection | App Seﬂingsl

WeblO Events and Notification

Date Time Event Type Device Description

4/30/2010 3:56:03 PM  Sensor Entry 1 Ch:1, NORMAL
4/30/2010 3:56:00 PM  Sensor Entry 1 Ch:1, ALERT
47302010 3:55:32 PM Sensor Motion 2 Ch:5, NORMAL
4/30/2010 3:.4743PM  Sensor Motion 2 Ch:5, NORMAL
473072010 34735 PM Sensor Motion 2 Ch:5, ALERT
4/30/,2010 3:46:38 PM Sensor Motion 2 Ch:5, NORMAL
4/30/,2010 3:45:55 PM Sensor Motion 2 Ch:5, NORMAL
4/30/2010 3:45:44 PM  Sensor Mation 2 Ch:5, ALERT
4/30/2010 34417 PM Sensor Mation 2 Ch:5, ALERT
473072010 34242 PM Sensor Mation 2 Ch:5, NORMAL
4/30/2010 3:43:34 PM Sensor Motion 2 Ch:5, ALERT
4/30/2010 3: 4258 PM  Sensor Mation 2 Ch:5, NORMAL
4/30/2010 3:4245 PM  Sensor Motion 2 Ch:5, ALERT
473002010 3:4221PM  Sensor 41 Ch:0, ALERT-LOCK
4/30/2010 3:42:05 PM Motion 2 Ch:5, ALERT

PO o W 10 D R O e s T W LY ) R RAiio Y S .C REOIRAR]

Network Connection Open WeblO IP Address: 192.168.1.70 @ 2010 Key Eleven, LLC

Events include WeblO wireless sensor events, Expansion port inputs events and WeblO Network
events. Also included are event from the KeyOn application.
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KeyOn Sensor Log
TheSensor Log tab displayes WeblO wireless sensor event.

The sensor events displad are also logged to file: SensorEvent.Log in the KeyOn application
directory.

The sensor events table includes:

T

Date Timeg The date and time that KeyOn received the sensor event from WebDHEde Time
is from the computer date time clock.

Channegda / ¢ O2f dzYy o 5AaLXlea GKS 2So6Lh OKIFyySft
sensor is not registered to a channel the channel number will be 0.

Sensor Name The user defined name for the Sensor. If the sensor is unregistered (not

assigned to al@annel) with WeblO the name will be the sensors ID.

Eventc¢ KS yIFYS 2F GKS aSyaz2N) S@Syi adzOK Fa a!f S|
Sensor events are assigned a number that is translated to a name. In the case a name is not
defined the event name il be the event number.

Notifyc5 A& LI | @8& G¢NHzS¢ AF (GKA&a S@Syd GNARAIISNBR |
not triggered.

Note¢gbAalLX ea y20Sa 2y (GKS S@Syio Ly (KS
WeblOtobeif 201 Y2RS (2 &aSyR I y20AFAOFGAZ2YZ
[ 201 Y2RS¢é¢ o

(
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